


Overview




What is a Virus!?

® Jo be deﬁned as a virus,a program must:
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Simple Definition

® A virus is a self-replicating program that
spreads by inserting copies of itself into
other executable code or documents. Thus,
a computer virus behaves in a way similar
to a biological virus, which spreads by
inserting itself into living cells.



Simple Definition

® A virus is a program which

oduces itself



Virus Effects

® TJrivial




Virus Effects

® Moderate




Virus Effects




Virus Components

he Repllcatlon Mechanlsm
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Virus Components
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Virus lypes

® Viruses classifications:

_ Boot Vlruses
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Boot Viruses

® |nfect the boot block on a bootable device
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Boot Virus Example




File Viruses




File Virus Example




Multi-Partite Viruses




MP Virus Example




Polymorphic Viruses

® (Can infect boot sector, executable files, or




Poly Virus Example




Meta Viruses
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Meta Virus Example

® Concept

K W|II mfect the global template and aII f‘Ies
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Virus Prevention

Never use a “foreign” disk or CD without
scanning it for viruses

Always scan files downloaded from the
internet or other sources

Never boot your PC from a floppy unless
you are certain that it is virus free

Write protect your disks



Virus Prevention

® Use licensed software

® Password protect your PC to prevent
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Information on Viruses

® Symantec Security Response

® http://securityresponse.symantec.com/

® McAfee Virus Information Library

® http://vil.mcafee.com/

® SecuniaVirus Information

® http://secunia.com/virus_information/




Computer Irojans

® Malicious computer programs disguised as
something useful
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Computer Irojans

® Most common way of virus introduction

® Example
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Computer VWorms




Worm Examples

® Slapper

o Slapper is a network worm that spreads
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Worm Examples
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Worm Examples




Worm Examples

® Fizzer (continued)
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Worm Examples

® SQL Snake
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Spyware

® While the term taken literally suggests
i software that surreptltlously monltors the
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Spyware

® Spyware programs differ from computer
viruses and worms in that they do not
usually self-replicate. However, spyware also
differs from earlier categories of malware in
that it is almost always designed explicitly
for commercial or financially fraudulent
exploitation of the infected computer.






Spyware

® [hese include

® unsolicited pop-up advertisements;
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Spyware Removal

® Jo avoid spyware issues altogether,
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Spyware Removal

® Advice for Windows users:

® Keep up-to-date with patches using
- Windows Update
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Spyware Removal

® |nstall anti-spyware software such as:

® Microsoft AntiSpyware Beta: http://
www.microsoft.com/athome/security/
spyware/software/default.mspx

® | avasoft AdAware: http://lavasoftusa.com

® SpyBot-Search & Destroy: http://
security.kolla.de




References

® http://en.wikipedia.org/wiki/Spyware

o http [/en W|k|ped|a org/W|k|/
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Questions




